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DESCRIPTION |

Mechanical cipher machine

Prints plaintext/ciphertext on paper tape
Light and compact, usable in the field

No electricity needed

Simple to operate once keyed
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HISTORY |

® Model C-35 Hagelin Cryptograph invented

by Swedish cryptographer Boris Hagelin
around 1934-1935

® |mproved models C-36 and C-38 followed

® Hagelin promoted his machines to U.S.
government in 1940

® U.JS. licensed C-38 with minor
modifications, called it Converter M-209




HISTORY |

® Over 140,000 machines produced during
World War 2 by many companies

® Several versions with minor production
variations, including M-209, M-209-A,
M-209-B and CSP-1500 (Navy version)

® Used for encryption of low-level tactical
traffic throughout World War 2 and the

Korean War




OPERATION |

® Machine must first be programmed with
proper key... more on this later

® Operator sets machine to Cipher or
Decipher mode

® Operator dials in each letter with setting
knob on left, then turns drive knob on right

® Machine prints each enciphered or
deciphered letter on paper tape




OPERATION |

When ciphering, enter °Z’ in place of space

Ciphertext automatically printed as 5-letter
groups

When deciphering, ighore spaces
Deciphered °Z’ printed as space

Text may be read from wheel if out of ink/
paper




OPERATION |

® Drive knob locks after each letter, until
setting knob is turned:

® |f setting knob is already set to next
letter, turn it back and forth to unlock
drive knob
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KEY ING |

® Cipher key consists of two parts:

® |nternal pin and lug settings (changed

daily on pre-arranged schedule)

® External key wheel settings (selected
randomly for each message)
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26 LETTER CHECK |

® Fasy to make mistakes while setting pins
and lugs!

® Key list includes 26 letter test sequence:

® Set all six key wheels to ‘A’
® Cipher letter ‘A’ 26 times

® Compare results to key list

26 LETTER CHECK

LJEWC FWIPR RAZRH BXKNO QGSRK P




KEY WHEELS |

® Six key wheels must be set randomly for
each ciphered message

® Never use same settings for more than one
message!

® Each wheel has different number of
positions: 26,25,23,21, 19, 17

® Each wheel advances one position for each
ciphered/deciphered letter




KEY WHEELS |

® How to securely send each message’s key
wheel settings to receiving operator?

® Many methods:
® |nclude in message in the clear
® Use pre-arranged schedule

® Encipher into the message




KEY WHEELS |

® Set wheels to random positions:
“External Message Indicator”




KEY WHEELS |

® Select a random letter, then cipher it |2

JYRXW XEDLH VB )




KEY WHEELS |

® Select first six valid key wheel settings to
get “Internal Message Indicator”

JYR EDLH VB

® Use the resulting key wheel settings to
cipher the message




MESSAGE INDICATORS |

® Ciphertext will include information to let
receiving operator recover the key:

® External Message Indicator (six random
letters)

® Random letter used to generate Internal
Message Indicator

® Key List Indicator (two-letter code which
identifies the key list)




MESSAGE INDICATORS
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No. 42 DATE l MAY 2009
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